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Background and Company Performance
Industry Challenges

The information technology (IT) managed security services (MSS) market refers to the
transfer of network security to a third party that hosts, monitors, and responds to
malicious malware and criminal activities. This market includes a degree of proactive
monitoring of a customer’s security environment, protection against denial of services
attacks and advanced persistent threats (APT), and network intrusion detection and
prevention services.

New trends such as cloud computing, bring your own device (BYOD) and the Internet of
Things (IoT) have been emerging in the Southern Cone market, generating new
vulnerabilities and fostered network attacks. The mindset about security is gradually
changing, although many companies tend to be more reactive than proactive, i.e., only
investing in security after being attacked. Security is becoming an important issue for
companies that are starting to realize that if their data is stolen or accessed by a non-
authorized third party, consequences could include brand damage and financial loss.

In the Latin American landscape, the threats are becoming more advanced as hackers see
opportunities for all types of crimes in the region because companies’ security concepts
are not fully mature. Basic attacks are still common in the region, such as botnet, which is
a collection of compromised computers that run malicious programs under a command-
and-control infrastructure, and spear phishing, which is a form of Internet fraud that aims
to steal valuable information such as credit card details, user identities, and passwords by
tricking the user into giving the attacker confidential information. Other attacks include
ransomware, which basically kidnaps the user’s data and charges for the rescue of the
information using Bitcoins, and APTs, which produce a coordinated and targeted attack
using a polymorphic malware file to penetrate the company’s network.

In terms of MSS adoption in the Southern Cone region, Chile is the most mature country.
Companies are aware of the necessity of security, and market participants have the ability
to provide such secured services. Because the market is more mature and already
adopting MSS services, companies will need to devise different and more value-added
services to keep growing in this market. The other important country in this region is
Argentina; however, the economic and currency problems the country keeps facing might
be one of the reasons for a restrained security budget.

In such a context, companies that formulate innovative strategies in the MSS space will be
able to provide superior outsourcing services and will find themselves best positioned to
offer more value to clients in the Southern Cone region.
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Visionary Innovation and Performance and Customer Impact
Addressing Unmet Needs

Neosecure operates through 4 offices in the Latin American region: in Argentina, Chile,
Colombia, and Peru. Since 1999, the company has been offering security for the Chilean
market after expanding to the other 3 countries. Neosecure currently has 2 Cybrer
Defense Center (CDC) in Argentina and Chile and 2 Cyber Response Center in Peru and
Colombia that operate on a 24/7/365 basis and can identify attacks that may emerge from
any part of the world. Additionally, the company has an important laboratory to
investigate malware and analyze the behavior of botnets, trojans, and APTs to provide its
customers with the most complete solutions to detect these threats and remediate them.

Neosecure has registered a strong year-over-year growth in its Latin American operations
over the last few years, focusing on working with large enterprises in the region. Although
the company can work with different verticals to provide security in the Southern Cone
region, two verticals in Argentina can be highlighted: telecommunications and banking. In
Chile, on the other hand, the two highlighted verticals are banking and retail.

Implementation Best Practices

To ensure implementation excellence in the Southern Cone region, Neosecure has
extensive experience in advising organizations in the strategic development of information
security. Neosecure’s consultative offering considers diverse areas of information security,
such as the implementation of ISO/IEC 27001, an awareness of information technology,
business continuity plans, the development of security policies, and an evaluation of
safety regulations. With standard base methodologies and to provide enhanced value,
Neosecure’s consulting services are tailor made for its clients.

Additionally, the company offers consultative services for its clients, such as consulting,
plans of business continuity, policy development, managed services monitoring,
vulnerability management, safety applicative services and education, and special projects.

To make this implementation possible, Neosecure has a highly qualified team of engineers
with main market certifications such as Certified Information System Security Professional
(CISSP) and Certified Information Security Manager (CISM) as well as partnerships with
main security vendors such as Arbor Networks Inc, F5 Networks Inc, FireEye Inc, Fortinet
Inc, McAfee Inc, Palo Alto Networks, and Symantec Corporation.

Companies that formulate innovative strategies in the Managed Security Services (MSS)
space are able to provide superior outsourcing services and will find themselves best
positioned to offer more value to clients. Neosecure has proven this capability,
consistently making strong efforts to provide its clients with the best MSS solutions in the
southern cone as shown by Frost & Sullivan awards in 2010, 2011, 2012, 2013, 2014 and
2017.
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Blue Ocean Strategy

Neosecure incorporates its value proposition across 3 business areas: integration
solutions; consulting services; and a strong emphasis on managed services from its SOC.

Additionally, Neosecure offers network security by evaluating Web applications, network
vulnerabilities, platforms, and wireless. Security for users is ensured by solutions such as
database monitoring and device identity management, in addition to other solutions that
pertain to governability and security business.

To continue navigating in the blue ocean strategy and to differentiate itself in the
Southern Cone market, Neosecure offers consultancy services for threat remediation,
penetration test, and internal auditing to ensure companies are compliant, with the main
regulations designed for each market vertical. Other important services provided by the
company include protection against APTs through proactive monitoring, detecting, and
remediating of the most advanced threats known in the market.

Customer Ownership Experience

To increase the customer ownership experience, Neosecure understands the need to have
highly qualified professionals on board so they can address the diverse client needs of the
Southern Cone market. Neosecure has an important educational platform in place in Latin
America, in which the company offers courses for security professionals, security practices
to prepare for the CISSP certification, cloud security, and cryptography, each of which can
be customized per client needs.

Because of the lack of highly specialized labor work focused on security in Latin America to
handle complex threats for security, this educational platform enhances clients’ positive
experience with regard to the brand. Further, having the right professionals in place
ensures high-quality solutions that, in turn, enrich the end-user experience.

Customer Service Experience

To continue offering the best MSS solutions and to keep increasing the customer
satisfaction quotient, Neosecure provides MSS in partnership with its customers. The
company develops systems and processes that enable its clients to have continuous
improvements in security. Additionally, Neosecure offers services to the consulting and
education services by training such clients on how to protect their own security
information with ease.

Neosecure further enhances the customer service experience by adeptly detecting attacks,
identifying vulnerabilities, designing solutions, protecting systems and applications, being
involved in strategic-level decisions, and ensuring the executive and operative functioning
of the organization.
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Brand Equity

Neosecure has a strong brand identity in the Southern Cone market. The company has
operated in Chile since 1999, which makes it one of the first security companies in the
market. Since its inception, the company has been focused on providing security for its
clients by leveraging its robust brand strength and strong security knowledge. As a result
of its success in Chile, the company spread its operations to Argentina, another Southern
Cone country in which Neosecure operates.

Additionally, Neosecure has 2 CDC located in Argentina and Chile and 2 Cyber Response
Centers in Peru and Colombia, with high availability and several employees who are
certified information system security professionals (CSSIL), which is a global certification
recognizing standards of achievement that confirm strong knowledge in security services.

Conclusion

Neosecure has consistently made a strong effort to provide its clients with the best MSS
solutions in the Southern Cone region and provide best-in-class solutions across
consulting, integration solutions, and managed services by using its SOCs and certified
employees. This approach clearly demonstrates the company’s strong commitment to
delivering enhanced MSS solutions and its efforts to continue growing its participation in
the region.

With its strong overall performance, Neosecure has earned Frost & Sullivan’s 2017
Company of the Year Award.
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Significance of Company of the Year

To win the Company of the Year Award (i.e., to be recognized as a leader not only in your
industry, but among your non-industry peers as well) requires a company to demonstrate
excellence in growth, innovation, and leadership. This kind of excellence typically
translates into superior performance in three key areas: demand generation, brand
development, and competitive positioning. These areas serve as the foundation of a
company’s future success and prepare it to deliver on the two criteria that define the
Company of the Year Award (Visionary Innovation & Performance and Customer Impact).

* Acquire competitors’ customers * Earn customer loyalty

* Increase renewal rates * Foster strong corporate identity
* Increase upsell rates * Improve brand recall
* Build a reputation for value * Inspire customers
* Increase market penetration * Build a reputation for creativity
9 5
ol K2
Q‘" O
Company
of the Year
COMPETITIVE
POSITIONING

* Stake out a unique market position

* Promise superior value to customers

* Implement strategy successfully

* Deliver on the promised value proposition
* Balance price and value

Understanding Company of the Year

As discussed above, driving demand, brand strength, and competitive differentiation all
play a critical role in delivering unique value to customers. This three-fold focus, however,
must ideally be complemented by an equally rigorous focus on Visionary Innovation &
Performance to enhance Customer Impact.
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Key Benchmarking Criteria

For the Company of the Year Award, Frost & Sullivan analysts independently evaluated
two key factors—Visionary Innovation & Performance and Customer Impact—according to
the criteria identified below.

Visionary Innovation & Performance
Criterion 1: Addressing Unmet Needs
Criterion 2: Visionary Scenarios through Mega Trends
Criterion 3: Implementation Best Practices
Criterion 4: Blue Ocean Strategy
Criterion 5: Financial Performance

Customer Impact
Criterion 1: Price/Performance Value
Criterion 2: Customer Purchase Experience
Criterion 3: Customer Ownership Experience
Criterion 4: Customer Service Experience
Criterion 5: Brand Equity

Best Practices Award Analysis for Neosecure
Decision Support Scorecard

To support its evaluation of best practices across multiple business performance
categories, Frost & Sullivan employs a customized Decision Support Scorecard. This tool
allows our research and consulting teams to objectively analyze performance, according to
the key benchmarking criteria listed in the previous section, and to assign ratings on that
basis. The tool follows a 10-point scale that allows for nuances in performance evaluation.
Ratings guidelines are illustrated below.

RATINGS GUIDELINES

. 9-10 Excellent

B 7-8 Good

[ ]4-6 Fair

l. 1-3 Poor
I T

The Decision Support Scorecard is organized by Visionary Innovation & Performance and
Customer Impact (i.e., these are the overarching categories for all 10 benchmarking
criteria; the definitions for each criterion are provided beneath the scorecard.). The
research team confirms the veracity of this weighted scorecard through sensitivity
analysis, which confirms that small changes to the ratings for a specific criterion do not
lead to a significant change in the overall relative rankings of the companies.
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The results of this analysis are shown below. To remain unbiased and to protect the
interests of all organizations reviewed, we have chosen to refer to the other key
participants as Competitor 2 and Competitor 3.

Measurement of 1-10 (1 = poor; 10 = excellent)

Visionary

Innovation & Customer
Company of the Year Performance Impact Average Rating
Neosecure 9.0 9.0 9.0
Competitor 2 8.4 8.2 8.3
Competitor 3 8.0 8.0 8.0

Visionary Innovation & Performance

Criterion 1: Addressing Unmet Needs
Requirement: Implementing a robust process to continuously unearth customers’ unmet
or under-served needs, and creating the products or solutions to address them effectively

Criterion 2: Visionary Scenarios through Mega Trends

Requirement: Incorporating long-range, macro-level scenarios into the innovation
strategy, thereby enabling “first-to-market” growth opportunity solutions

Criterion 3: Implementation of Best Practices

Requirement: Best-in-class strategy implementation characterized by processes, tools, or
activities that generate a consistent and repeatable level of success.

Criterion 4: Blue Ocean Strategy
Requirement: Strategic focus on creating a leadership position in a potentially
“uncontested” market space, manifested by stiff barriers to entry for competitors

Criterion 5: Financial Performance
Requirement: Strong overall business performance in terms of revenues, revenue growth,
operating margin, and other key financial metrics

Customer Impact

Criterion 1: Price/Performance Value
Requirement: Products or services offer the best value for the price, compared to similar
offerings in the market.

Criterion 2: Customer Purchase Experience
Requirement: Customers feel they are buying the most optimal solution that addresses
both their unique needs and their unique constraints.

Criterion 3: Customer Ownership Experience
Requirement: Customers are proud to own the company’s product or service and have a
positive experience throughout the life of the product or service.
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Criterion 4: Customer Service Experience
Requirement: Customer service is accessible, fast, stress-free, and of high quality.

Criterion 5: Brand Equity
Requirement: Customers have a positive view of the brand and exhibit high brand loyalty.

Decision Support Matrix

Once all companies have been evaluated according to the Decision Support Scorecard,
analysts then position the candidates on the matrix shown below, enabling them to
visualize which companies are truly breakthrough and which ones are not yet operating at
best-in-class levels.

High
‘\
Neosecure
2
Y3 Competitor 2
a
E L 2
(]
o “Competitor 3
£
o
whd
(]
3
()
Low
Low Visionary Innovation & Performance High
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Best Practices Recognition: 10 Steps to Researching,
Identifying, and Recognizing Best Practices
Frost & Sullivan analysts follow a 10-step process to evaluate Award candidates and

assess their fit with select best practice criteria. The reputation and integrity of the
Awards are based on close adherence to this process.

STEP OBJECTIVE KEY ACTIVITIES OUTPUT
Monitor, Identify Award recipient e Conduct in-depth industry Pipeline of candidates who
1 target, and candidates from around the research potentially meet all best-
screen globe ¢ Identify emerging sectors practice criteria
e Scan multiple geographies
Perform comprehensive, e Interview thought leaders Matrix positioning of all
Perform 360-degree research on all and industry practitioners candidates’ performance
2 360-degree candidates in the pipeline ¢ Assess candidates’ fit with relative to one another
research best-practice criteria
¢ Rank all candidates
Invite Perform in-depth ¢ Confirm best-practice criteria | Detailed profiles of all
thought examination of all candidates | ¢ Examine eligibility of all ranked candidates
3 leadership in candidates
best e Identify any information gaps
practices
Initiate Conduct an unbiased * Brainstorm ranking options Final prioritization of all
4 research evaluation of all candidate e Invite multiple perspectives eligible candidates and
director profiles on candidates’ performance companion best-practice
review e Update candidate profiles positioning paper
Assemble Present findings to an expert | e Share findings Refined list of prioritized
5 panel of panel of industry thought ¢ Strengthen cases for Award candidates
industry leaders candidate eligibility
experts e Prioritize candidates
Conduct Build consensus on Award * Hold global team meeting to | Final list of eligible Award
global candidates’ eligibility review all candidates candidates, representing
6 industry ® Pressure-test fit with criteria | success stories worldwide
review e Confirm inclusion of all
eligible candidates
Develop official Award e Perform final performance High-quality, accurate, and
Perform consideration materials benchmarking activities creative presentation of
7 quality check e Write nominations nominees’ successes
¢ Perform quality review
Reconnect Finalize the selection of the e Review analysis with panel Decision on which company
8 with panel of | best-practice Award recipient | e Build consensus performs best against all
industry e Select winner best-practice criteria
experts
Inform Award recipient of * Present Award to the CEO Announcement of Award
Communicate Award recognition * Inspire the organization for and plan for how recipient
9 recognition continued success can use the Award to
* Celebrate the recipient’s enhance the brand
performance
Take Upon licensing, company . Coordinate medig outreach Wic!e;pread awareness of
10 strategic at_)le to share Award news e Design a marketing plan recnplen_t’s Award statu_s
action with stakeholders and e Assess Award'’s role in future | among investors, media

customers

strategic planning

personnel, and employees
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The Intersection between 360-Degree Research and Best
Practices Awards

Research Methodology

Frost & Sullivan’s 360-degree research 360-DEGREE RESEARCH: SEEING ORDER IN
methodology represents the analytical THE CHAOS

rigor of our research process. It offers a

360-degree view of industry challenges, o SENeln

trends, and issues by integrating all 7 of g,‘gﬁ“ﬁm S

Frost & Sullivan's research methodologies. J{;“:‘g ; f@ LA o "nds,
Too often companies make important e e e' = @ @ kY
growth decisions based on a narrow )\ @ ‘ , C % e '
understanding of their environment, == @ @ T =
leading to errors of both omission and "/‘ cco T
commission. Successful growth strategies = \ =
are founded on a thorough understanding /& Q;;,;;;

of market, technical, economic, financial, @ Lty @&
customer, best practices, and demographic v - N
analyses. The integration of these research @ @ / @

disciplines into the 360-degree research
methodology provides an evaluation
platform  for benchmarking industry
participants and for identifying those performing at best-in-class levels.

About Frost & Sullivan

Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth
and achieve best-in-class positions in growth, innovation, and leadership. The company's
Growth Partnership Service provides the CEO and the CEO's Growth Team with disciplined
research and best practice models to drive the generation, evaluation, and implementation
of powerful growth strategies. Frost & Sullivan leverages more than 50 years of
experience in partnering with Global 1000 companies, emerging businesses, and the
investment community from 45 offices on six continents. To join our Growth Partnership,
please visit http://www.frost.com.
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